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PERSONAL INSURANCE

Protecting Your Smart Home
Balancing Physical and Cyber Security

Homeowners are increasingly investing in home security systems to protect their families and 
property from potentially harmful situations. While there are many different ways to secure a 
home, most families invest in security and doorbell cameras. Due to increasing rates of larceny 
theft, around 3 in 5 families spent $1,000 or more on security cameras in 2023. In major cities, 
larceny theft accounted for 70% of all reported U.S. crime.

Security Systems in Your Home Could 
Invite Cyber Risks 
While it is important for homeowners to protect themselves, it 
is also crucial to be aware of the cyber and privacy concerns 
of having a security system in their homes. In 2024, smart 
home attacks increased by 124% with an estimated 10 attacks 
per day on some devices. Without proper safeguarding, 
security devices are subject to several data attacks, including 
malware, data breaches and more.

What is Cyber Coverage?
Personal cyber insurance provides an additional layer of 
security for homes. It can help individuals recover from cyber 
incidents and mitigate the financial impact these incidents 
could have on them. Cyber coverage can be added to 
homeowners’ and renters’ insurance policies or purchased 
standalone. This coverage provides protection for…

Cyberattacks

Cyberbullying 

Data Breaches

Cyber Extortion

Online Fraud 
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Scenarios
•	 A family hosts a playdate, and the visiting 

children connect their devices to the home 
Wi-Fi. Unbeknownst to the hosts, one of the 
devices is infected with malware. The network 
is compromised within hours, exposing 
personal files and smart device controls. Cyber 
insurance can help cover the cost of breach 
recovery and device reprogramming.

•	 Smart bulbs connected to the home Wi-Fi 
are only protected by the router. An attacker 
exploits this weak point to infiltrate the network 
and gain access to other smart devices. 
Cyber insurance can assist with forensic 
investigations and help secure the network 
against future attacks.

•	 The hacker takes control of the family’s 
smart security cameras, monitoring their 
daily routines and threatening to release the 
footage unless they are paid. Cyber extortion 
coverage provides financial protection and 
expert negotiation support.

How Cyber Coverage Can Help
Cyber coverage can help homeowners protect 
themselves from the financial impacts of 
recovering from a cyberattack. Cyber coverage 
gives homeowners peace of mind, defending 
their home security systems against potential 
attacks. Personal cyber insurance offers a 
valuable safeguard, helping mitigate the risks 
and recover from cyber incidents. While it is 
impossible to prevent data attacks, obtaining 
full coverage can protect you from the potential 
effects of cyberattacks. 

Brown & Brown’s Personal Insurance team 
is dedicated to helping our customers find 
solutions that fit their lifestyles. We understand 
the complexities of protecting personal online 
data and managing potential cyber risks.
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Growth has no finish line. Our team is with you along your growth journey to help 
find solutions that meet your ever-evolving insurance needs. Whether you are a 

highly complex multinational enterprise, an individual or anything in between, our 
experienced teams can help to find solutions at every stage.

About Brown & Brown

Find Your Solution at BBrown.com

Brown & Brown, Inc. and all its affiliates, do not provide legal, regulatory or tax guidance, or advice. If legal advice counsel or representation is 
needed, the services of a legal professional should be sought. The information in this document is intended to provide a general overview of 
the topics and services contained herein. Brown & Brown, Inc. and all its affiliates, make no representation or warranty as to the accuracy or 
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